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Preferred ISP Vendor Certification Program

Executive Summary

In 2020, New York City released its Internet Master Plan (IMP), which aims
to provide quality broadband to the 40% of New York City households who do
not have either home or mobile broadband.’ To enable the vision outlined in
the IMP, the City is looking for creative ways to encourage Internet Service
Providers (ISPs) to account for digital inclusion when building broadband in-
frastructure, including what levers it currently has available. This playbook
proposes a model by which the City may establish an ISP Preferred Vendor

Certification Program (the Certification Program) to incentivize ISPs providing

affordable, quality internet to low-income, underserved communities.

This playbook describes a 3-phased approach the City can adopt to gain mo-

mentum, pilot, and scale this Certification Program:

» Phase 0 proposes a public pledge and public relations (PR) campaign to
generate awareness and excitement among interested ISPs around the
City’s commitment to equitable broadband access to low-income NYC
households.

Phase 1 includes a detailed proposal on how to pilot a multi-tiered
certification program, including metrics that ISPs participating in

the program’s pilot would need to report to qualify for certification
and incentives the City could offer across the program’s 3 proposed

certification levels.

Phase 2 provides a plan for how the City could publicly launch the
Certification Program at scale across New York’s ISPs based on
learnings from the Phase 1 pilot.

Image by Caleb Qquendo at Umsplash

Introduction

The mission of the NYC Mayor’s Office of the Chief Technology Officer (MOCTO)
is to ensure that technology is inclusive, accessible, human-centered, and works
for all New Yorkers. One of MOCTO’s key areas of investment is enabling access to
universal broadband technology, which is a critical tool for realizing the Mayor’s
vision of making New York City the fairest big city in America.

As MOCTO has recognized, the internet is essential for citizens’ full participa-
tion in government-provided essential services and the economy. MOCTO has
committed that every New Yorker will have a world-class internet connection
and be able to benefit fully from that access. The proposed Certification Pro-
gram seeks to help MOCTO in realizing this commitment by addressing the
following MOCTQ’s focus areas:

» “Promote the buildout of high-quality internet service for everyone,
everywhere;
Promote affordable internet access; and

Promote digital inclusion to make the internet a just and equitable
platform.”>
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The Certification Program is designed to incentivize ISP vendors to align with
MOCTO’s vision for providing equitable and affordable broadband access. As
proposed, the program offers 3 levels of Certification (Level 1, Level 2, and Lev-
el 3) with each level having its own set of requirements and benefits to ISP
vendors. These levels are designed as a progression that drives ISP vendors to
deepen their investment in MOCTO’s vision over time. Level 1, the program’s
lowest certification level, is intended to attract a wide array of ISP vendors to
the program with its only requirement being signing a public pledge acknowl-
edging the ISP vendor’s commitment to MOCTO’s vision and providing quality
affordable broadband in New York. Level 2 and Level 3 require ISP vendors to
report metrics tied to key indicators of broadband access’ equity—such as cost
and performance—with specific thresholds that ISP vendors must meet to be
certified at these levels.

The Certification Program will incentivize ISP vendors to publicly report veri-
fiable data that demonstrate their commitment to providing equitable and af-
fordable broadband access. In order to achieve the highest level of certification,
ISP vendors will be asked to report metrics that include:

» the vendor’s business operations targeted at underrepresented,
underserved, low- income, or NYC targeted neighborhoods;

» service price points;

» reliability and quality of service; and

» customer satisfaction.

As ISP vendors progress through the program’s certification levels, they will

receive more significant benefits such as expanded access to City assets and

property, City contractual opportunities, and dedicated point of contact to help
navigate New York’s agencies and procurement processes.

Image by Luis Quintero at Unsplash

Overview

This playbook proposes a 3-phased approach to implementing the Certifica-
tion Program. These 3 phases are designed to enable MOCTO to take a lean ap-
proach to the program’s implementation, allowing MOCTO to first verify there
is an audience and interest in the program, and then pilot the program with a
select set of vendors before launching at scale to ISP vendors across New York.
The following are the 3 recommended phases that MOCTO pursue to test and

iterate on in the Certification Program:

» Phase 0: Broadband Pledge and Marketing Push - Assess the audience size
for the program by cultivating interest and building momentum with New
York’s ISP vendors, soliciting vendors to sign a public pledge committing
to equitable and affordable broadband access. This pledge will allow
MOCTO to pilot Level 1 of its Certification Program and signal the number
of ISP vendors across New York who would be interested in the program
if/when launched at scale.

» Phase 1: Pilot and Metric Calibration - Pilot the Certification Program with the
first round of Request for Expressions of Interest (RFEI) vendors who received
executed license agreements, specifically Starry, Sky Packets, Silicon Harlem,
Flume, Block Power, and NYC Mesh. This pilot will allow MOCTO to validate
the quality and feasibility of the reporting process and selected metrics that
are central to Levels 2 and 3 of the Certification Program.

» Phase 2: Scaled Certification Program - Based on the results of Phase 1,
launch the full Certification Program to all eligible ISP vendors providing
service in NYC. Phase 2 will include a PR campaign during which MOCTO
can leverage the pipeline of interested vendors who participated in Phase
0’s public pledge to jumpstart the program’s kick off.

Implementing this 3-phased approach provides MOCTO with the flexibility to
gradually invest in and gauge the efficacy of the program, optimizing both the
potential success of the effort and minimizing risks to MOCTO.
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Phase 0: Broadband Pledge and

Image by Robynne Hu at Unsplash

pledging ISPs to share their organization’s stories and impact.

. In the first 6 months of the pledge, MOCTO should aim to identify at least 15
M ad rket| ng PUS h pledging ISPs and announce these pledging ISPs during at least 2 staggered
moments across its public awareness campaign. Following this 6-month peri-
od, MOCTO should continue to promote new waves of pledging ISPs with press

releases, and plan for a more significant PR push alongside the Certification

Preferred ISP Vendor Certification Program
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Overview

In Phase 0, MOCTO should launch a Digital Equity Pledge for ISPs to commit
to the City’s vision for a society that enables all to benefit from broadband
and technology.? The success of the Certification Program will hinge on es-
tablishing Certification Levels and Standards that are robust, but achievable.
This balance is especially critical to reflect in the public pledge as the on-ramp
to ISPs joining the program at Level 1. The goal of this pledge is to develop a
coalition of ISPs that both validates the market for a Certification Program and
cultivates a ready pipeline of potential program participants. By signing the
Digital Equity Pledge, an ISP vendor will achieve the first of the Certification

Program’s certification levels, Level 1. In recognition of an ISP making this

public commitment alongside MOCTO, the ISP Vendor will receive a Level 1

online badge, which the ISP vendor can use across its online presence.

During Phase 0, MOCTO should use the announcement of the Digital Equity
Pledge to launch a public awareness and PR campaign for the Certification
Program. This campaign will raise visibility on MOCTO’s efforts to address the
digital divide and spotlight the pledging ISPs. Vendors selected by the RFEI
such as Silicon Harlem and NYC Mesh—ISPs who are focused on addressing
internet access inequities—lack the market share or brand recognition of ISPs
such as Verizon that dominate the New York market.* Through a lightweight
social media campaign, MOCTO can use the pledge to create a platform for

Program’s public announcement during Phase 2.

Implementation

1. Develop Digital Equity Pledge and Level 1 Online Badge.

Drafting the Digital Equity Pledge: Appendix A offers a draft of the
pledge, pre-populated with the RFEI ISP vendors as signatories.

This current draft is designed to ensure pledging ISP vendors make

a clear commitment to the City’s vision and 5 principles of Equity,
Performance, Affordability, Privacy, and Choice. MOCTO should refine
this language and validate with a representative set of ISPs whether
the language strikes a balance between robustness and accessibility to
encourage a wide range of ISP vendors to participate.

Finalizing the Online Badge: MOCTO should design an online badge
(see Appendix B) that ISPs can display on their websites and social
media accounts that acknowledge they have achieved Level 1 of
Certification by signing the pledge.

2. Secure first waves of pledging ISPs and announce pledge alongside public

media push.

Prior to launching the pledge, MOCTO should secure 5-8 ISPs to be the

11
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first ISPs to commit to the pledge, including all the RFEI vendors. Once
these pledges are secured, MOCTO should prepare a press release with a
public statement announcing the pledge. Alongside this announcement,
MOCTO should partner with the pledging ISPs to launch a social media
campaign that profiles each of the signatories for 1 week. Throughout
this first wave, MOCTO should reinforce that interested ISPs can contact a
designated email if they are interested in joining the pledge.

3. Secure second wave of signers and announce these ISPs to press.

After securing at minimum an additional 5-10 pledging ISPs, MOCTO
should announce this second wave of pledging organizations, ideally
within 2 to 3 months following the end of the first wave of PR and social
media engagement. While the first wave may consist of the RFEI vendors,
MOCTO should use the second wave to engage ISPs that diversify in the
following respects:

a. are not yet affiliated with an IMP initiative;
b. represent both for profit and nonprofit models; and

c. operate in a range of disadvantaged communities across New York,
including but not limited to New York City Housing Authority (NYCHA)
developments.

Alongside a press release and PR push, MOCTO should again partner with
pledging ISPs to drive a social media campaign that profiles each signer.

4. Focus ongoing PR on pledging ISPs, including milestones in RFEI

execution.

a. Announcing New Waves of Pledging ISPs: After the pledge’s first 6
months, MOCTO should reduce the cadence of its announcing new
waves of pledging ISPs to a quarterly or bi-annual press release and
social media push. For these later press releases, MOCTO should
incorporate stories of the impact of previous pledging ISPs, including
the RFEI vendors.

b. Phase 2 Launch and PR Push: MOCTO should continue this lighter touch
public awareness campaign throughout Phase 1 of the Certification
pilot. If MOCTO pursues Phase 2, this campaign should be used as a
launching point for a larger PR effort to announce the scaled launch
of the Certification program. The coalition of pledging ISPs and the
content produced to profile them throughout Phase 0 and 1 can be
used with the launch of Phase 2 to jumpstart the program with a ready
pipeline of Certification participants.

Phase 1: IMP ISP Pilot and
Standards Calibration

Overview

The ISP Preferred Vendors Certification Program should be rolled out as a
year-long pilot program. Participation in this pilot program should be re-
stricted to the selected 5 vendors who are the finalists selected from the City’s
Request for Expressions of Interest (RFEI) issued in partnership with the NYC
Economic Development Corporation (EDC) in June 2020.

The ISP Preferred Vendors Certification Program pilot program should have 3
levels based on a vendor meeting certain requirements:

» Level1 - Vendor has signed the public pledge to help bridge the digital
divide by committing to provide affordable broadband access;

» Level 2 - Vendor has met the minimum standards for certification and
their data has been independently verified; and

» Level 3 - Vendor has met the second level of certification, their data has
been independently verified, and the vendor publishes the data on a
publicly accessible dashboard.

Incentives—such as press releases, invitations to workshops, access to
City-funded construction contracts, prioritized access to City assets, etc.—
are similarly tiered and activated upon achievement of each respective level
during the pilot. These incentives are described in detail under the ‘Benefits
of Certification’ section.

The RFEI requires vendors to report on several metrics around affordability,
speed, performance, reliability, support, etc. that are described in Appendix C
- Certification Standards, which also details the standards they need to meet
for the 3 levels of certification. Since the scope of the pilot is limited to the
RFEI, these metrics would apply to the 13 NYCHA developments and 30,000
residents. The data reported by the vendors should be validated by collecting
feedback from the NYCHA residents.

During the pilot phase, MOCTO should utilize the data reported by the vendors to
calibrate the certification metrics. The proposed metrics may be aspirational and
require more robust infrastructure, human capital, and organizational maturity,
or they may be less ambitious. In any event, the metrics should be adjusted to en-
sure progressive certification standards. MOCTO should utilize the data collected
during the pilot phase to make adjustment before scaling to Phase 2.




This phase can also be used to take a closer look at the benefits associated with Implementation

certification and broaden the scope of the incentives offered.
1. In order to get certified, vendors will need to self-report on a subset of

In addition, this pilot period should be used to build momentum around a metrics required by the RFP. The vendors will need to report every quarter

public campaign to activate other New York ISPs to pledge to the City’s vision as required by the REP. The metrics and the goals for attaining Levels 1 & 2

for quality affordable internet for all New Yorkers and validate the broader are detailed in Appendix C. An application that can be used by the vendors

opportunity size for certification. to self-report the data required for certification is added in Appendix D.

The level of participation and engagement by the selected vendors, the effort This application automatically calculates the level of certification based on
and resources required to run the pilot, feedback from customers, and the the data entered. MOCTO could roll out this ready-made application for a
effectiveness of the incentives can all be used to evaluate the pilot and deter- license of $20/month. See a screenshot of the sample form below. The full
mine what adjustments should be made before scaling the program. application form can be found here.

A

)

[
ISP Preferred Vendor Certification Program

[Sample Form]

Please have one contact from your ISP fill out the below
information.

All questions are required, with the exception of
download/upload speeds. For those, answer for all services you

provide (wireless, wired, or both).

For any static figures, please use the most up-to-date number
that you have, no later than 1 month old.

For any averages that don't otherwise specify should be
calculated over the previous 12 months.

For any questions, please email cto@cto.nyc.gov

BACKGROUND
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Image by Nextvoyage at Unsplash Submitter's First Name *

sz y o x

Submitter's Last Name *

ADOPTION

Total Number of Subscribers *

Number of subscribers receiving discounted or free services *

Number of subscribers who canceled their service or were
disconnected in the past year *

Image 1: Screenshot of start of sample application form
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PRIVACY AND SECURITY

Privacy Policy Provisions *
Data Collection Limitation
Data Quality Provision
Purpose Specification
Limited Use
Data Protection
Openness
Individual Participation

Data Retention

Please upload your privacy policy, with the relevant provisions
from the last question highlighted *

& Attach file

Securitv Policv *
Access Control
Awareness and Training
Identification and Authentication
Business Continuity
Incident Monitoring and Response
Configuration Management
Physical and Environmental Protection

Supply Chain Risk Management

Please upload your security policy with the relevant portions
highlighted *

& Attach file

Image 2: Screenshot of Privacy Policy section of sample application form

2,

We recommend that the information self-reported by the vendors should
be validated by collecting both qualitative and quantitative feedback from
the consumers they are servicing.

a. MOCTO should use a survey to calculate the Net Promoter Score for
each vendor. A short survey like this one produced by Project Loop
at the Aspen Tech Policy Hub could be used to collect feedback from
consumers periodically and used to validate the self-reported data.>

b. MOCTO could also use a tool like Broadband Together Initiative
& Internet Fairness to collect consumer data on speed, cost, and
availability that can ensure that the self-reported data is accurate and
complete.

Vendors would need to maintain the thresholds associated with the level
of certification and a failure to do so would drop them to a lower level.
Violation of any terms in the RFP or a failure to meet the requirements of
the certification would result in revocation of the certification and all the
incentives associated with it.

Image by John Schnobrich at Unsplash

Benefits of Certification

Modeled after existing programs for Minority & Women-owned Business En-
terprises (M/WBE), Emerging Business Enterprises (EBE) and Locally-based
Business Enterprises (LBE), the incentives for getting certified will include
access to preferential contractual opportunities and reserved assets as well as
indirect benefits such as assistance in applying for City programs.° Level 2 in-
cludes opportunities that come at (nearly) no cost to the City. Level 3 includes
all of the perks of Level 2 plus additional benefits. Appendix B provides images
of all of the sample badges.

Level 1

Firms that sign the pledge should be recognized via a press release and use
of a Preferred Vendor Digital Equity badge indicating to consumers the level
of certification achieved and that they are aligned with the City’s vision of
delivering affordable broadband service. Each time a firm ascends to an-
other level, they will get another press release and a new badge reflecting
the achieved level.

Level 2

The NYC Department of Small Business Services (SBS) runs broad training and
workshops for M/WBE, EBE, and LBE businesses to navigate the system.” All
certified firms should be invited to relevant workshops.



https://www.aspentechpolicyhub.org/project/projectloop/
https://www1.nyc.gov/nycbusiness/description/minority-and-womenowned-business-enterprise-certification-program-mwbe
https://www1.nyc.gov/nycbusiness/description/emerging-business-enterprise-ebe-program
https://www1.nyc.gov/nycbusiness/description/locally-based-enterprise-lbe-program
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Providers that reach this level of certification should also be given expand-
ed criteria to qualify as an LBE. LBE-certified firms get exclusive access to
City-funded construction contracts. To qualify for these contracts, an LBE
must have average yearly construction revenue for the past 3 years of under $2
million. City law already empowers the Mayor, through the regulatory process,
to set income maximums for qualifying as an LBE up to $5 million.® The Mayor
should use this power to raise income limits for firms that meet certification,
making it easier for more of them to qualify for additional contracts.?

Level 3

SBS also runs 1-on-1 certification sessions and application review sessions
for additional city programs, targeted at M/WBEs, EBEs, and LBEs.® ISPs that
reach Level 3 should get access to these 1-on-1 and customized sessions, as

well as an SBS coordinator to help in applying for contracts.

Second, MOCTO has already coordinated with NYC agencies to make more than
100K City assets (e.g., building roofs, light poles, etc.) accessible to certain
contractors in order to install equipment tied to specific contracts.” These
assets should be automatically made available to contractors certified in this
program for use in infrastructure (e.g., wireless access points) that helps them

provide affordable internet.

Image by Ales Nesetril at Unsplash

Phase 2: Scaled Certification
Program

Overview

In Phase 2, and upon successful completion of the pilot, the certification pro-
gram should be finalized and publicly launched. MOCTO should publicize the
success of the pilot program, highlighting the commitment and work done by
the participating ISPs to provide affordable broadband service and bridge the
digital divide. Additionally, the benefits of certification should be promoted
as a way to garner interest and incentivize participation by other ISPs that
provide broadband service to NYC residents. The program should continue a
feedback loop lifecycle where reported metrics, advances in technology and
standards, and direct feedback from program participants are considered and

integrated into each new iteration.

Implementation

The ISP Preferred Vendors Certification Program should be managed by SBS with
development, support, coordination, and marketing efforts from MOCTO. The
SBS is currently responsible for M/WBE, LBE, and EBE certifications and their
process and know-how should be leveraged to run the certification program.

1. Finalize standards for certification.

MOCTO should finalize standards for the certification program by incorporat-
ing feedback from the pilot ISP vendors. Specifically, considerations should
be given to reported and verifiably achieved metrics by the participating ISP
vendors. In instances where reported and verified metrics are significantly
below or above standards, MOCTO should consider lowering or raising the
standards, respectively. This should be done in partnership not only with the
ISP vendors, but also with counsel from national standard bodies such as the
National Institute of Standards and Technology. Moreover, these standards
should be adjusted over time to ensure that they reflect advances in technol-
ogy. For example, as ISP bandwidth capabilities increase, so should the aver-
age upload/download standards of the certification program. These standards
should be reviewed and calibrated every 2 years.




Preferred ISP Vendor Certification Program

20

Publicize success of pilot program.

The pilot program should be publicized through regular press releases
from MOCTO. This would act as a marketing push and information dis-
tribution not only to highlight the progress and successes of the IMP, but
also the strides in achieving digital equity by the participating ISPs. The
signed pledge should also be emphasized to increase awareness and atten-
tion among NYC residents and communities, provide publicity for those
participating ISPs, and increase interest from other ISPs.

Launch certification program.

Once standards have been finalized and the certification program is
ready to be launched, it should be housed within the “Certify with the
City” section of the SBS website. The SBS website already hosts the
City’s Minority and Women-owned Business Enterprise (M/WBE) Certi-
fication Program, the Emerging Business Enterprise (EBE) Certification
Program, and the Locally-based Business Enterprise (LBE) Certification
Program.” As such, the infrastructure for such programs and portal for
vendors already exist and may be easily leveraged for the ISP Preferred
Vendor Certification Program.

Utilize program feedback.

The certification program should be reviewed and evaluated regularly. It
is recommended that a review on standards for certification and effec-
tiveness (i.e., incentivizing ISPs to provide affordable broadband access)
be done at least once every 2 years. Consideration should be given to
feedback from participating ISP vendors. Particular attention should be
given to the ability to achieve the standards for certification and to the
incentives afforded from certification. As noted above, if standards for
achieving certification become cost prohibitive or significantly difficult
to achieve for most participating ISPs, consideration should be given to

lowering those standards. Similarly, incentives for certification should

be reviewed and refreshed in order to drive interest and participation
from ISP vendors. If there is a lack of interest and participation, con-
sideration should be given to increasing incentives—this could include
additional access to NYC properties, funding initiatives in new budgetary
cycles, or inclusion in press releases as a method of marketing and de-
veloping a brand.

Image by Philipp Katzenberger at Unsplash
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APPENDIX A APPENDIX B
Digital Equity Pledge Digital Certification Badge

A sample image of the digital equity pledge can be found below, and is Sample images of the digital certification badges can be found below.
linked here.

Preferred Int

Preferre
Service Pro

Service Provid Servic

OIGITAL EQUITY

=

DIGITAL EQUITY PLEDGE FOR
INTERNET SERVICE PROVIDERS

W, the intermet providers of NYC, believe that the backbaone of New York City's economy & quality
affordable mtemet, As daily life in our Gty incressingly requires brasdband connectivity, évery New
Yorker must be able 10 acosss and use the internet to as full potential,

DIGITAL EQUITY

DIGITAL EQUITY

DIGITAL EQUITY

Through parnership with the City of New York and in particuls the Mayoes Office of the Chisf
Technology Officer and the New York City Housing Authority, we ars keéenly committed 10 building &
sociaty that enables the most vulnerabyke ard underréps rescents 10 connect 10 the
opponunities and resources avalable through technoiody and specifically broadband internel sccess,

The City of New York erndsions an internet Sor all New Yorkers that & founded upon five principles -
Equity, Performancs, AMordsbility, Prvacy, @d Choice, We are committed 1o helping the City reach its
goal by providing New Yorkers with intemet access that sbides by the Sollowing:

= Equity: No New Yorker will face 8 barder in inteenet socass badad on who thay are or whrs they
live,

= Performance: Inmermed sarvice in New York will be a3t and raliable, and the guslity will improve
Over time a3 uses of tha intemet continte 1o evolve.
Affordability: Inteenet service infrastructure will be designed to minimize capital and costs, have &
long uselul litespan and prowide low-cost upgrade paths 1o meet future demands or accommodate
new technologws,
Privacy: Imamet sarvica will ansure New Yorkers can determine how their data is or is not used,
inchuding that hese dala is secure against physical and cyber thrats and protects both data
integrity and privacy of user dsta
Choice: New Yorkars will have the option of multiphe 30rvice providers with Competaion amongst
thesa providans not beng fmaed due to network capacity, physical space n network hub lcations,
of technology choices
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https://www.aspentechpolicyhub.org/wp-content/uploads/2021/10/team-b-digital-equity-pledge.pdf

£
S
)
b0
2)
S
o
c
o
=
S
W
=
=
t ]
)
O
t
o
o
c
v
>
o
L.
°
)
]
)
v
L)
T
S
o

APPENDIX C

Certification Standards

Refer to Step 1 of Phase 1 for details on how to use these metrics to determine

the certification level.

Measure: Adoption

Total number of
subscribers

Number of subscribers
receiving discounted
or free services

Number of subscribers
who canceled or
whose service was
disconnected

10% of total sub-
scribers

1.5% to 2%

Level 2 (min)

Encourage the

15% of total sub-
vendors to prevent

scribers
customers from
canceling if they
can’t afford service
Below 1.5%

Measure: Cost

Average monthly
cost/customer

Total revenue collected
in fees, penalties, etc.

Description

Average actual
download speed
(broadband)

Average actual
download speed
(Mobile/wireless)

Average actual
upload speed
(Broadband)

Average actual
upload speed
(Mobile/wireless)

Number of outages
(Calculate)

Average duration of
outage

$15 to $20

<10% of revenue

Level 2 (min)

>25Mbps

>25Mbps

>25Mbps

>25Mbps

98% uptime

<2 hours mean time
to detect, <2 hours
mean time to repair

Level 2 (min)

Below $15 This should include
all taxes, fees,
penalties etc. to
ensure there are no
hidden costs

Ensure there are no
hidden costs

<8% of revenue

Measure: Performance & Reliability

Level 3 Rationale

>125Mbps Average mobile and
fixed broadband
download and
upload speeds
worldwide as of

May 2021
>75Mbps
>75Mbps
>35Mbps
99% Specifying
availability

requirementst4

<1 hours mean time
to detect, <1 hours
mean time to repair

Measure: Privacy
Description

Privacy policy

Description

Security policy

Level 2 (min)
Data collection
limitation
Data quality
Purpose specification
Limited use

Level 2 (min)

Access control
Awareness and
training
Identification and
authentication

Incident monitoring
and response

Configuration man-
agement

Level 3
Data collection
limitation
Data quality
Purpose specification
Limited use
Data protection
Openness
Individual participation
Data retention

Level 3

Access control
Awareness and
training
Identification and
authentication
Business continuity

Incident monitoring
and response

Physical and
environmental
protection
Supply chain risk
management

Configuration
management

Rationale

Fair Information
Practice Principles

Rationale

National Institute

of Standards and
Technology SP
800-53; Security and
Privacy Controls for
Information Systems
and Organizations'®

Measure: Support

Average time taken
to close issues

Customer
satisfaction survey/
ratings (must have
>75% response rate
of registered users,
surveyed at least
twice a year)

Measure: Other

Level 2 (min)
<48 hours for response
<72 hours for resolution

>85%

<24 hours for response
<48 hours for resolution

>90%

See Phase 1 for
details on how
consumer feedback
and data can be
used to validate

the information
reported by vendors

Number of jobs
created

Number of people
trained

Number of service
options available

Number of owned assets
shared by other providers

Level 2 (min)

Not required for
certification

Not required for
certification

Not required for
certification

Not required for
certification

Not required for
certification

Not required for
certification

Not required for
certification

Not required for
certification

HireNYC FAQs"

To promote healthy
competition and
provide options to
consumers

To optimize the use
of city assets
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APPENDIX D

Vendor Self-Reporting
Application

This application can be used by MOCTO to collect data from the ISPs. Based on
the data entered, it calculates the level of certification that vendor is eligible for.

For backend access to the data table and charts, create an AirTable account
(or log in) here.
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