
The widespread availability of digital information has prompted myriad questions about what uses

of data should be allowed and who should get to decide. In recent years, companies have found

tremendous value in leveraging, exchanging, and selling user data. Depending on the perspective

of the beholder, the net result may be one of the most successful pro-consumer developments in

history, or a terrifying trap of “surveillance capitalism.”

User data allows companies to individualize their services more than ever before, and has enabled

a new category of services that are powered by aggregate data sets from millions of users.

Companies have powerful incentives in this context to sell data to each other. While a user might

be comfortable with providing their information to a particular site for a particular service, they

may not be comfortable with that same information being passed onto another service without

their approval, or even used by the same company for a different purpose. Restrictions on these

types of data exchanges have been central to data privacy debates.

Many privacy frameworks propose requirements based on whether personally identifiable

information (PII) is involved. But the scope of PII – sensitive data that can reveal an individual’s

identity – is constantly changing. Anonymized information has been shown to be deanonymizable.

Data that is non-identifiable on its own can be pieced together with other sources to deduce

someone’s identity anyway. Any effort to regulate the disclosure of PII is working with a moving

target. These tensions are particularly stark, to give one example, in the ongoing debates over

facial recognition technology.

What is data privacy?

Policy 101: 
Data Privacy 

Why does it matter?

Where does data privacy regulation stand in the US?
In the US, there is currently no comprehensive federal rule on data privacy and data collection.
However, there are federal laws that cover data privacy for specific types of information (see box).
The Federal Trade Commission holds general authority to prevent consumer fraud, and has
wielded this power in the past to penalize companies (notably Facebook) for privacy violations. 

Data privacy refers to a person’s right to control the collection, storage, and sharing of digital
information related to them. As data becomes increasingly easy to capture and lucrative to
leverage, policymakers are grappling with the extent to which the right to data privacy should be
codified into law.

https://www.economist.com/leaders/2017/05/06/the-worlds-most-valuable-resource-is-no-longer-oil-but-data
https://theconversation.com/explainer-what-is-surveillance-capitalism-and-how-does-it-shape-our-economy-119158
https://www.nytimes.com/2011/04/24/business/24unboxed.html
https://www.propublica.org/article/everything-we-know-about-what-data-brokers-know-about-you
https://www.law.cornell.edu/cfr/text/2/200.79
https://www.law.cornell.edu/cfr/text/2/200.79
https://www.nytimes.com/2019/07/23/health/data-privacy-protection.html
https://live-aspen-tech-policy-hub.pantheonsite.io/wp-content/uploads/2019/10/Po-Op_CCPA_-v4.pdf
https://www.nytimes.com/wirecutter/blog/state-of-privacy-laws-in-us/
https://www.ftc.gov/news-events/news/press-releases/2019/07/ftc-imposes-5-billion-penalty-sweeping-new-privacy-restrictions-facebook
https://www.cloudflare.com/learning/privacy/what-is-data-privacy/
https://www.businessnewsdaily.com/10625-businesses-collecting-data.html
https://www.economist.com/leaders/2017/05/06/the-worlds-most-valuable-resource-is-no-longer-oil-but-data
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At the state level, the California Consumer Protection Act (CCPA) became the first comprehensive
commercial privacy act in the United States in 2018. The CCPA states that consumers should have
transparency into collection of their data, greater access to and the right to delete the collected
data, and the ability to opt out of the sale of their personal data. 

Colorado and Virginia are the only other states with fully-enacted data privacy laws. Though these
laws share many of the transparency and choice themes of the CCPA, they vary in significant ways,
including the businesses to which they apply, the amount of time businesses have to “cure”
mistakes, and how users are able to delete data and opt out of collection. Several other states –
most notably Massachusetts, New York, Pennsylvania, and North Carolina – also have
comprehensive privacy bills under consideration. 

How does the United States compare to other countries?
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Given the relative newness of data privacy, most other jurisdictions do not have comprehensive
data privacy laws. The exception is the European Union’s General Data Protection Regulation of
2018 (GDPR), which sets as a default that data cannot be collected or used without legal
justification, limits the effectiveness of consent to specific contexts of data usage, grants citizens
the right to access data collected about them, imposes steep penalties on companies that fail to
comply, and much more. The GDPR has inspired other countries, including India and Kenya, to
adopt similar privacy efforts. 

The Health Insurance Portability and Accountability Act of 1996
(HIPAA) protects health data from being shared without patient
consent. 

The Family Education and Rights and Privacy Act of 1974 (FERPA)
gives students the right to scrutinize their school records and
control the sharing of that information. 

The Gramm-Leach-Bliley Act of 1999 requires financial institutions to
inform consumers how their personal financial information is used. 

The Fair Credit Reporting Act of 1970 protects information in
consumer credit reports, restricting how these reports can be
assembled and who can view them. 
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http://www.aspentechpolicyhub.org/
http://www.aspentechpolicyhub.org/
https://oag.ca.gov/privacy/ccpa
https://leg.colorado.gov/bills/sb21-190
https://lis.virginia.gov/cgi-bin/legp604.exe?211+sum+SB1392
https://www.nytimes.com/wirecutter/blog/state-of-privacy-laws-in-us/
https://www.aspentechpolicyhub.org/
https://gdpr-info.eu/
https://techcrunch.com/2019/12/10/india-personal-data-protection-bill-2019/
https://techcrunch.com/2021/10/25/kenya-cracks-down-on-digital-lenders-over-data-privacy-issues/
https://www.cdc.gov/phlp/publications/topic/hipaa.html#one
https://www.cdc.gov/phlp/publications/topic/ferpa.html
https://www.ftc.gov/business-guidance/privacy-security/gramm-leach-bliley-act
https://www.ftc.gov/legal-library/browse/statutes/fair-credit-reporting-act

